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Coverage for Biome
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Biometrics Instrance COMREE Mstr Cicss

* Biometric Information

~ Information based on an individual’s biometric identifier used for identification purposes
« Biometric Identifier The Growing Commercial Use of Biometrics

— Retina or iris scan

~ Fingerprint ol & 1 >$82
~ Voiceprint o g préey
_ Hand scan Tom 3025 027 L 5 billion
~ Face geometry e,
>75%
olUS camumers
* Rising use of biometrics i —_—
et s
ouh by 203

* New technology = New problems
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Sources: Argo Pro. & PropertyCasualty360
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Evolution of Biometric-Related Laws and Claims  insirance Covetage Master Class

2008 to 2014 — Minimal (if any)

2008 - Beginning of Biometric Legislation Bt s e s

Technological Advancements &

Increased Availability Surge in Use of Biometrics

2015 - Biometric Claims Emerge 2019 - Widespread Biometric Claims
Focus on Larger Companies

W& WILSON ELSER
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The Biometric Privacy Claim/Lawsuit _ msiance covetage aster ciass

Background & Legislative Intent

Biometric v. Traditional Privacy

Types of Biometric Privacy Claims

— Workplace
= Online
— Wearables

Types of Technology

— Fingerprint Scanners
— No Contact Temperature Taking Devices
— Facial Recognition

W& WILSON ELSER

Sources: Labor & Employment Law Update

5/26/2022

o . ~r,
State-Specific Biometric Privacy Laws Insdrance Coverage Master Class

Biometric Privacy Laws Allowing Private Right of Action

— Illinois
— California (limited)
— New York (limited and subject to 30-day notice and cure period)

Biometric Privacy Laws with No Private Right of Action

~ Attorney General empowered to pursue violations
— Arkansas, Arizona, Colorado, Maine, Maryland, Montana, Texas, Utah, Vermont, Virginia, Washington

Proposed Legislation
— None Include Private Right of Action

~ Alabama, Florida, lowa, Kentucky, Louisiana, Massachusetts, Michigan, Minnesota, Nebraska, New Hampshire, New
Jersey, Oklahoma, Oregon, South Carolina, West Virginia

W& WILSONELSER 5
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Key Liability (and Penalty) Components Instrance Covetage Master Class

Using the llinois Biometric Privacy Act (BIPA) as a guidepost:

Penalties Informed Consent
$1,000 per Nepligent vilation Writen elease pror o collecig
55,000 per ntentional viation ometrc dentifen/formation

Private Action -
No Profiting
Cannot sl lease, trade or othervise:
proit from biometricinformation

Seek & Destroy

Protection Guidelines
Pyl e it Wa WILSONELSER &

struction guidelines




Current Trends

Class Action
Litigation Trends

Industries Targeted

Significant Rulings

2008-2014: 0 Class Actions
2015-2017: 84 Class Actions
2018 79 Class Actions
2019 ~300 Class Actions
2020; >900 Class Actions

Business Services:
Healthcare:
Manufacturing
Hospitality:
Retail

Software & Tech:

Rosenbach
West Bend
Tims

McDonald

—_—_
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BIPA Class Actions Filed 2008-2019

Industries Targeted In BIPA Class Actions

LI

“ME WILSONELSER

1 supra, haw 1L
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Settlement Trends & Considerations  msince covage aster ciass

No Reversion of Unclaimed Funds

Settlements With Injunctive Relief

Average Settlement Value = ~$1,000 per class member
Average Recovery Amount = ~$500 per class member

Class Sizes Vary Widely = 100 — 15,000,000 members

Majority of Settlements Utilize a Claims Process

& WILSON ELSER
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Biometric Privacy Settlement Examples (chronological) ~ Insurance Covetage Master Class

Company.

Year Settled

Mar 2020

Amount Paid

725,000

nt Facts/Settlement Consider

ion:
lass:

Jurisdicti
- Size of Class: 1,284
- Amount:

isdict
un

o

Cook County linois
5565 per class member

Nandos

oct2020

1.7 millon

- Jurisdiction:
- Size of Class:
‘Amount:

Northern District of llinois
1787

51,000 per class member

Facebook

Feb 2021

5650 milion

Jurisdict
Size of Class:
- Amount:

isdiction:
s

o

" 5350 per class member

Northern District of llinois

Feb2021

$25 million

- Jurisdiction:
- Size of Class:
‘Amount:

Cook County llinois
bt

5250 per class member

Novatime

Feb 2021

4.1 millon

Jurisdict
- sizeofCl
- Amount:

ion:
las:

isdict
un

o

" $330 per class member

Northern District of llinois

Superior Health
Uinens

Apr 2021

5730000

- Jurisdiction:

- Size of Class: 790
Amount:

Northern District of llinois
7

51,000 per class member

Brand Industries USA,
[

Mar 2022

5250000

Jurisdiction:
Size of Class:
Amount:

Northern District of llinois
20
5618 per class member

Holidaynn.

Apr2022

$503,000

Jurisdiction:
ize of Class:

ook County incis
~§700 per class member W& WILSONELSER
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Role of Adjuster in Handling Biometric Claim/Lawsuit Insifance Coverage Master Class

Determine if Coverage Triggered

B Faith: Wrongful Denial of Coverage

Evaluate Al Potential Polces Denial:Dec Action Required?

(csL, P, Cyber, DSO)

Denial: Bad Faith Assignment
or Consent Judgment?

Bad Faith: ailure to Settle

@ oo posse sbimits)

ROR: Can Insured Reject?

j—
Tw.m.. e

Worst Case scenario

1. Bod Faith Faiure o Sette

2. Consent Judgment or
Assignment of Rights

3. Exposing Excess Polcy Limits

@ octrivons s cusions

voiding Bad Faith

- Claims Handling & Bad Faith Risks for insurers are evolving.
- Initially, the focus was on the private entity.
- However, recent litigation shows a shift to availability of insurance amounts

W& WILSONELSER 10
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Policy-Specific Considerations Insifance Covetage Master Class

¢ CGL - Commercial General Liability Policies

~ Main Issue: Application of common exclusions
~ Mostly Resolved Issue: Definition of “Personal and Advertising Injury”

* EPL-Employment Practices Liability Policies

~ Main Issue: Whether data collection is “employment practices wrongful act”

* Cyber Policies
~ Main Issue: Definition of “Privacy Event”
« D&O - Directors & Officers Policies
— Main Issue: Application of CGL, EPL or Invasion of Privacy Exclusions

~ Private Company (potentially triggered)
— Public Company (not likely triggered)

W& WILSONELSER 12
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Common Biometric Privacy Insurance Coverage Issues  Insirance Covetage Master Class

Least Common

Excess Exposure — No Known, Published Cases

Insurability of - Insurabilty of Damages/Penaities = No Known, Published Cases
*Fairly Common Damages/Penalies However, comparable statutes (TCPA) = Insurable.

Inconsistency/Uncertainty in Case Law)
- Inconsistency in Case Law = Courts Focus on Policy Language Not Other Courts

Eilure to Trgaer Insuring Agreement:
= No “personsl njury” pssed on faur to Alleged Disclosure to Single, Third-Party Vendor Satsies “Personal Injury”
SRR e o v v hry

Majoriy of Courts = Single, Related Claim
= Interrelated Claim Issue.

*Most

Common ‘Applicability of Common Exclusions: - Employment Exclusion & Access or Disclosure Exclusion:
Em Jat

nployment e

splitin Authority

& c 2l - Violation of Statutes & Recording/Distribution Exclusions = Mostly Rejected

of
Recording & Distribution of Information Exclusion WILSONELSER 12
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Biometric CGL Coverage Scoreca Insanca CovBrage Waster Class

T e T MAIN TAKEAWAYS:

_ Insurer Wins. Insured Wins * Inlllinois — insured will likely win
0 89 “personal injury” argument
Narrowen) Violation of o n

In Illinois — insured will likely win on
Violation of Statute Exclusion
TBroaden) Recording & i 34
Distribution of Materil or
Information n Volation of Law
Exclusion

In Illinois — insured will likely win on
Recording & Distribution Exclusion

Employment-Related Practices s a/s The only Insurer win on Recording &
EeTm Distribution Exclusion is from the
a5 s Western District of North Carolina

Statutory Right of Privacy.
Exclusion Notaddressed

Sources: Ashley Conaghan, Wilkon Eser L W& WILSONELSER 13
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Underwriting & Claims Inquiry Checklist Insirance Covetage Master Class

Does Insured use biometric technology?

How is biometric data collected, stored, distributed, destroyed?

How is data secured or protected?

Biometric-specific endorsement/exclusion appropriate?

Does the Insured have:

— Publicly-available retention and destruction policy?

— Written waiver required to be executed before biometric information collected?
— Prohibition against profiting from biometric data (even with consent)?

— Restrictions on disclosure and access?

W& WILSONELSER 1

Common Considerations & Strategies N

Insirance Cove¥age Master Class

in Biometric Claims

¢ Motion to Dismiss/Judgment on the Pleadings Arguments

Common Arguments

Court Rejection of Ubiquitous Arguments

Court Acceptance of Unique, Fact-Specific Arguments

W& WILSONELSER 15




Role of Adjuster in Settlement Discussions

Type of biometric technology
used and contract with vendor

Settlement

Value Factors and noncomliant

Pre-Litigation Claim

« Avalabiltyof Coverage
Additional

et « Recoverabiliy of Damages.
Considerations

« Insured's Abiiyto Fund Settlement

Length of time in use

Number of affected indviduals

~ <N

<
Instrance Covefrage Master Class

Costly Expert Discovery

High defense costs due to Potentia
technological nuances Adverse
Verdict

Lawsuit Filed, Prior to
Answer and

+ Bustence of Defenses

» insureds

Post Discovery and Pre-
—
Summary Judgment

« Negligentv. ntentional Violation

» potential for Tirdarty Action

« potentialfor Excess Exposure

W& WILSON ELSER
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Issues to Watch Going Forward
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Instirance Covetage Master Class

Greater Focus on Insurance Coverage
Rise n unsophistcated) laintfs Firms.

Seeing the case w and high setiement value,
umerous plainifs frms now bing these o

Decrease in Companies o Sue and Avalabiy of Funds.

Al-Based Biometric Privacy Claims

Rise of Biometric Claims in Other Contexts

Copple . Avthur 1. Gollagher & Co.

Fociol Recognition -
ecopnition to enhance customer experience

company awareness and limied fnds torecover

3005 allowing customer to try on” products

May lead to uniaue approsches, such a5

" and
customer to provide “interactive experience.”

Consent judgment with covenant no to execute

3nalyis o unique voice patterns to dentiyindhidual

‘Example 1 use of A vaice ssistant in cDonakd'sdive
hrough locatons.

Example - employer use of voie data totrack and verfy
time and atendance of employes,

led o dsseminaton o client prtected info,
includig blometicnformation

Company had obtained witen consent and gave
proper notce tocolect an stoe biometric nfo.

Blometricca w flur to decuatey proect
and secure biometric nformation.

W& WILSONELSER 17
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